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i imagine the following happens:

+ the client does not properly close the connection;

+ when a keepalive is sent (every 5 minutes), the the server’ s TCP
responds (thus refreshing the rule), and the TCP timeout

is reset so it stays in the FIN WAIT[2] state for another cycle, whereas
the client does not bother to send back a RST (which would cause the
timeout for the dynamic rule go down to very low values).

This would explain why the phenomenon is relatively rare (500 entries in
5 days).

Maybe i1 should change the logic in the dynamic rules so that further
keepalives are not sent unless a reply has been received from both
sides.
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net. inet. ip. fw. dyn keepalive: 1

Enables generation of keepalive packets for keep—state rules on TCP
sessions. A keepalive is generated to both sides of the connection every
5 seconds for the last 20 seconds of the lifetime of the rule.
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net. inet. ip. fw. dyn ack lifetime: 300 //????? Why this? V£ 1
net. inet. ip. fw. dyn syn lifetime: 20
net. inet. ip. fw. dyn fin lifetime: 1
net. inet. ip. fw. dyn rst lifetime: 1
net. inet. ip. fw. dyn udp lifetime: 5
net. inet. ip. fw. dyn short lifetime: 30 //but not always the
same on all system

// 2?2 Not this 22
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The solution:
2B ) ) T R — AN ER keepalive

Found TOO many fin wait 2 connections ¢ Solution is :
ipfw diable dyn keepalive

w7 (or:)
sysctl net. inet. ip. fw. dyn keepalive=0

TR, A2 KM 5 08P Ll)G, IR 188 A F netstat —an | grep
FIN WAIT ¥4 F=.

And wait for Bmin or more (depending on your settings of * lifetime), the
[netstat —an | grep FIN WAIT ] output result would slowly goes down. ..
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